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Corporate Compliance

All Methodist Health System employees are required to behave in a way consistent with our Core Values:

Patient Centered

Respect

Excellence

Teamwork

Community Service 

Honest, ethical, and professional conduct are essential components to our mission: Improving the health 

of our communities by the way we care, educate and innovate. We hold ourselves and each other 

mutually accountable for our actions.



Corporate Compliance

The Corporate Compliance Plan consists of seven parts:

1. Standards, Policies & Procedures 

2. Compliance Officer & Committees

3. Training & Education 

4. Open Communication & Reporting Systems

5. Discipline for Non-compliance

6. Monitoring & Auditing

7. Corrective Action Plans



Corporate Compliance

Key Contacts:

Shari Flowers, VP Compliance

Jen Anderson, Chief Compliance Officer

Anita Patterson, Privacy Officer

Donna Wellwood-Clawson, Director Employee Relations

Michael Kearns, Director Information Security



Corporate Compliance: Code of Conduct

Our Code of Conduct provides guidance to all employees and assists us in carrying out our daily work 

activities according to ethical and legal standards. These standards apply to our relationships with 

patients, physicians, insurers, independent contractors, suppliers, consultants, and co-workers.

We ask for your personal commitment to learn your job and to perform the duties and 

responsibilities, which are associated with it, to the best of your ability.

That commitment includes complying with all applicable laws and regulations. If you have a 

concern or knowledge of a violation of applicable laws or regulations, you are required to report such 

activity to your Supervisor.



Examples of inappropriate and/or illegal behavior include:

– Falsifying, forging or altering records, bills, or other documents

– Stealing or misusing funds, supplies, property or other MHS resources

– Accessing or altering computer files or patient records without authority

– Falsifying reports to management or external agencies

– Violating the MHS Conflict of Interest policy

– Storing patient information on unsecured mobile devices 

– Failing to comply with OSHA guidelines

– Accessing or sharing confidential information without a need-to-know

Corporate Compliance: Code of Conduct



Corporate Compliance: Code of Conduct

Reporting Violations of Code of Conduct:

1. Use the MHS Compliance Reporting Link on the mhsintranet (Resources tab > Compliance)

2. Call the MHS Compliance Reporting Hotline 24 hours a day

– 877-640-0005 (English) or 800-216-1288 (Spanish)

3. Contact the VP of Compliance or MHS Chief Compliance Officer directly via email or phone

All reports to the Compliance Reporting Hotline can be made anonymously. 



Corporate Compliance: Code of Conduct

Reporting Violations of Code of Conduct:

No retaliation will be permitted against an employee making such a report. Employees making 

reports are encouraged to disclose their identity to allow a full and timely investigation of the concerns, 

however, anonymous reporting is an option. No report will be refused or treated less seriously because the 

reporter chooses not to be identified.



The False Claims Act is a federal law that allows a civil lawsuit to be brought against a healthcare 

provider who does any of the following:

– Knowingly presents, or causes to be presented, a false or fraudulent claim for payment or approval 

to the government or a government agency. 

– Knowingly conceals or retains an over-payment made by the government or a government agency.

– Knowingly makes, uses or causes to be made or used a false record or statement material to a false 

or fraudulent claim.

– Conspires to defraud the government by getting a false or fraudulent claim allowed or paid.

Corporate Compliance: False Claims Act



Federal Whistleblower Protections:

Federal law prohibits an employer from discriminating against an employee in the terms or conditions or 

his or her employment because the employee initiated or otherwise assisted in a false claims action. For 

further information, go to the Compliance Reporting link on the mhsintranet (Resources > Compliance)

State Whistleblower Protections: 

The Nebraska Medicaid False Claims Act (Neb. Rev. Stat. §§ 68-934 to 68-947) provides that a person may 

be subject to civil liability for presenting a false Medicaid claim or otherwise violating the Act. The Iowa 

False Claims Act (IA Code §§ 685.1 et seq.) enables private citizens with knowledge of fraud to file a claim 

on behalf of the government and protects whistleblowers from employer retaliation in response to 

reporting fraud.

Corporate Compliance: False Claims Act



So what is a false claim? Examples include...

– Billing for procedures not performed, or billing for 3 units when only 2 units were administered

– Incorrectly describing services or goods provided to a patient

– Retaining an over-payment made by Medicare or Medicaid

– Violating another law. For example, submitting a claim appropriately but the service involves an 

illegal kick-back to the physician for referrals.

And what’s at stake? 

The next page highlights a few examples of healthcare organizations that violated the False Claims Act 

(FCA) in 2021 and the extensive penalties they were required to pay....

Corporate Compliance: False Claims Act



November 16, 2020: https://www.justice.gov/opa/pr/medicare-advantage-provider-pay-63-million-settle-false-claims-act-allegations

Kaiser Foundation Health Plan of Washington, formerly known as Group Health Cooperative (GHC), agreed to 

pay $6,375,000 to resolve allegations that is submitted invalid diagnoses to Medicare for Medicare 

Advantage beneficiaries and received inflated payments from Medicare as a result. 

October 29, 2020: https://www.justice.gov/opa/pr/medtronic-pay-over-92-million-settle-allegations-improper-payments-south-dakota-neurosurgeon

Minnesota-based medical device marker Medtronic USA Inc. agreed to pay $8.1 million to resolve 

allegations that it violated the False Claims Act by paying kickbacks to induce a South Dakota neurosurgeon 

to use certain Medtronic products. 

September 9, 2020: https://www.justice.gov/opa/pr/west-virginia-hospital-agrees-pay-50-million-settle-allegations-concerning-improper

Wheeling Hospital Inc., an acute care hospital located in West Virginia, agreed to pay $50 million to resolve 

claims that it violated the False Claims Act by knowingly submitting claims to the Medicare program that 

resulted from violations of the Physician Self-Referral Law and Anti-Kickback Statute. 

Corporate Compliance: False Claims Act

https://www.justice.gov/opa/pr/medicare-advantage-provider-pay-63-million-settle-false-claims-act-allegations
https://www.justice.gov/opa/pr/medtronic-pay-over-92-million-settle-allegations-improper-payments-south-dakota-neurosurgeon
https://www.justice.gov/opa/pr/west-virginia-hospital-agrees-pay-50-million-settle-allegations-concerning-improper


If you see something that is not right, or you believe may be a false claim, as set forth earlier, we encourage 

you to report the activity to your supervisor for further investigation. If you are not comfortable reporting to 

your supervisor or do not see action in response to your report, you have several options:

– Call the MHS Compliance Reporting Hotline: 877-640-0005 for English, 800-216-1288 for Spanish

– Submit a report online using the MHS Compliance Reporting link: 

– mhsintranet > Resources > Compliance

– Email compliance@nmhs.org

– Report directly to the Federal Department of Justice: 202-514-2000 or AskDOJ@usdoj.gov

Both federal and state laws prohibit an employer from disciplining or terminating an employee because the 

employee reported or otherwise assisted in a false claims action. 

Compliance: False Claims Act

http://mhsintranet/Main/ComplianceWorkplace-Safety.aspx
mailto:compliance@nmhs.org
mailto:AskDOJ@usdoj.gov


Methodist Health System affiliates follow the Emergency Medical Treatment and Active Labor Act 

(EMTALA) in providing emergency medical treatment to all hospital emergency department (ED) 

patients, regardless of ability to pay.  

‒ Methodist Health System EDs provide a medical screening exam by qualified medical personnel, 

within their capacity, to all individuals who come to an MHS ED for emergency care. Treatment 

does not change based on an individual’s insurance benefits or ability to pay.

‒ Patients may only be transferred to another facility if MHS cannot meet their medical needs, 

appropriate care is available elsewhere, and the patient has been stabilized.  A patient may also 

request to be transferred. Such patients shall be transferred by an appropriate mode of 

transportation after an explanation of the risks and benefits of transfer has been provided.

Corporate Compliance: EMTALA



Legal issues can arise when employees mix personal interests with job duties. Specifically when there is 

a financial component. An employee may have a potential conflict of interest if they, or a member 

of their family, have a financial interest in a company that:

– Provides goods or services to MHS or an Affiliate

– Purchases goods or services for MHS or an Affiliate

– Engages in any other business or financial transaction with MHS or an Affiliate

– Directly competes with MHS or an Affiliate

Corporate Compliance: Conflict of Interest



If a potential conflict exists, the Compliance team will assess the business transaction between the parties 

to ensure it’s at fair market value as well as document how that decision was made.

To avoid any potential issues:

– Don’t participate in activities that conflict with your position at MHS

– Don’t accept personal gifts or favors from a patient, physician, contractor, supplier, customer, or  

anyone who does business with MHS (limited exceptions are detailed in the policy linked below). 

If you have any questions about a potential conflict, talk with your Supervisor or the VP of Compliance.

Corporate Compliance: Conflict of Interest



Confidentiality is the safekeeping of information by individuals who have a need, reason and permission 

to access such information. The MHS Confidentiality Policy states:

‒ Employees with access to confidential patient, employee, and/or proprietary information 

will maintain the confidentiality of all information obtained. 

‒ This includes patient medical, personal, and financial information. 

‒ Local, state, and federal law protects the confidentiality of such information and employees will be 

personally liable for any breach of this duty.  

‒ Releasing confidential information without permission may result in disciplinary action, 

suspension, and/or discharge. Employees are accountable for their actions on and off duty.  

‒ All employees sign a Confidentiality Agreement upon hire.

Corporate Compliance: Confidentiality



Protecting Patient Confidentiality Includes:

‒ Notifying your supervisor if someone requests to have a patient's chart duplicated.

‒ Discussing patient information in areas where other patients, visitors, and employees cannot 

overhear. 

‒ Releasing verbal and/or written information only with proper or written consent. 

‒ Directing reporters/news media to Methodist Marketing/Public Relations, if they are requesting 

information about a patient.

Corporate Compliance: Confidentiality



Protecting Patient Confidentiality Includes:

‒ Accessing information on a family member or child that is not a minor, such as an x-ray, etc., 

requires a formal process, unless you have a "need to know" to do your job.

‒ Please follow the proper procedure by having the family member complete an "Authorization 

for Release of Medical Information" form and forward to the Health Information Management 

Department for processing. 

‒ You must complete an “Authorization for Release of Medical Information” form and forward to 

the Health Information Management Department for processing. 

Corporate Compliance: Confidentiality



Confidential Information Includes

‒ Patient name and birth date

‒ Patient Medical Record Number (MRN)

‒ Patient diagnosis

‒ Patient test results

‒ Patient social history

‒ Patient’s insurance information

‒ Personal information about employees

‒ Computer user names and passwords

‒ Financial information

Examples of Breaching Confidentiality

‒ Telling a co-worker their relative is a patient

‒ Letting your co-worker know about a relative's 

treatment 

‒ Accessing and sharing financial or insurance 

information on a co-worker who is a patient

‒ Looking at a co-worker’s information because you  

are curious, concerned, etc.

‒ Sharing your password(s) with fellow employees

Corporate Compliance: Confidentiality



HIPAA Regulations

The Health Insurance Portability and Accountability Act (HIPAA) is a federal law signed by President Bill 

Clinton in 1996.  HIPAA regulations include controls for the use and disclosure of Protected Health 

Information (PHI).

‒ Use: when PHI is used internally for Treatment, Payment or other Healthcare Operations (audits, 

training, customer service, internal analysis, etc.).

‒ Disclosure: to release or provide access to a patient’s PHI to someone like a physician, an attorney, 

insurance company, etc., outside of Methodist Health System.

Corporate Compliance: HIPAA



1. Names

2. All geographic subdivisions smaller than a state, including street address, city, county, precinct and zip code

3. All elements of dates relating to an individual such as birth date, admission date, discharge date, and date of 

death, and all ages over 89 and all elements of dates indicative of such age

4. Telephone Numbers

5. Fax Numbers

6. Electronic mail addresses

7. Social Security numbers

8. Medical Record numbers

9. Health Plan beneficiary numbers

Protected Health Information (PHI): There are eighteen (18) specific identifiers that must be removed 

from any information set in order for the information to be considered de-identified:

Corporate Compliance: HIPAA



10. Account numbers

11. Certificate/license numbers

12. Vehicle identifiers and serial numbers, including license plate numbers

13. Device identifiers and serial numbers

14. Web universal resource locators (URLS’s)

15. Internet protocol (IP) address numbers

16. Biometric identifiers, including finger and voice prints

17. Full face photographic images and any comparable images

18. Any other characteristic that could uniquely identify the individual

Protected Health Information (PHI): There are eighteen (18) specific identifiers that must be removed 

from any information set in order for the information to be considered de-identified:

Corporate Compliance: HIPAA



HIPAA’s Privacy Regulations apply to almost every organization or person that provides or pays for 

health services or exchanges health-related information, including:

‒ Physicians 

‒ Nurses 

‒ Health care facilities (and people who work there) 

‒ Health Plans 

‒ Any other organization/person that handles PHI 

‒ Business associates (any company that has access to, or uses, PHI in order to perform a service for 

a doctor, nurse, hospital, or other covered entity)

Corporate Compliance: HIPAA



Under HIPAA, patients have a right to:

‒ Inspect and/or receive a copy of their medical record 

‒ Request a Restriction 

‒ Request an alternative means of communication 

‒ Accounting of Disclosures - Patient can request a list of everyone we have released their health 

records to

‒ Inpatients have the right to Opt-Out of the facility directory

‒ Correction\Amendment- Patient can request a correction or amendment if they believe their 

medical record to be inaccurate

Corporate Compliance: HIPAA 



Corporate Compliance: HIPAA 

Notice of Privacy Practices

The Notice of Privacy Practices is displayed in a prominent location and made available to all patients to 

help patients understand their rights under HIPAA. The Notice of Privacy Practices informs the patients of: 

‒ MHS’s pledge to keep their information private

‒ How information about them may be used or disclosed in the process of treatment, collecting 

payment, and improving healthcare operations

‒ Options if they feel their rights have been violated

Methodist Health System Policy: Notice of Privacy Practices

http://mhsintranet/Main/Policies/Notice-of-Privacy-Practices-16294.aspx


HIPAA’s Breach Notification Rule: HIPAA rules define a breach as the acquisition, access, use, or 

disclosure of protected health information(PHI) in a manner not permitted under the HIPAA Privacy Rule 

that compromises PHI security or privacy. 

‒ When PHI is disclosed without consent or used without permission, all covered entities must 

notify affected individuals of the breach.

‒ Notify your manager and the MHS Privacy Officer at 402-354-6863 when you are aware of a 

potential breach.

Methodist Health System Policy: Breach Notification

Corporate Compliance: HIPAA

http://mhsintranet/Main/Policies/Breach-Notification-11555.aspx


HIPAA Social Media Guidelines: All employees are expected to conduct themselves in a manner that 

reflects integrity, as well as shows respect and concern for others, including the use of social media.

Never post confidential information or photos or videos of patients on the internet, even if it does not 

include a patient’s name. Inappropriate posts can seriously damage Methodist Health System’s 

reputation.

Never discuss confidential information in public forums, chat rooms, text messages or news groups.

Be cautious of identifying yourself as a Methodist employee on social media. 

Do not “friend” patients.

Do not use MHS logos/trademarks on your personal posts.

Methodist Health System Policy: Social Networking

Corporate Compliance: HIPAA

http://mhsintranet/Main/Policies/Social-Networking-12279.aspx


MHS employees are encouraged to utilize Information Systems related to their specific job. If one 

has a need, reason, and permission to access, view, and/or retrieve the information, they may. If 

not, they should not. 

Information Systems used by employees in their work environment are the property and under the 

control of MHS. Such systems are provided to enhance business communication and process 

information related to MHS.  

Any data kept on any Information System is the property of, and is available to, MHS.  This information 

may be examined by MHS employees or designees at any time, without notification, and used in any 

acceptable manner.

Corporate Compliance: Information Security & HIPAA



Authorized internet and email users must use good judgment regarding the reasonableness of personal 

use. MHS management reserves the right to define and approve what constitutes reasonable personal 

use. Personal use of MHS Electronic Resources must never interfere with work or the ability of MHS to use 

its resources for business purposes. Prior use of a MHS Electronic Resource for personal use does not 

necessarily constitute continuing approval.

All personal use must be consistent with the Information Security Policy and the highest standards 

of ethical conduct. Personal use must not violate policies, statutes, contractual obligations, or 

other standards of acceptable behavior. Under no circumstances may an MHS User engage in any 

activity that is illegal under local, state, federal or applicable international law while using MHS 

Electronic Resources.

Corporate Compliance: Information Security & HIPAA



MHS systems may not be used to solicit business, sell products, or otherwise engage in commercial 

activities unless expressly permitted by MHS management. Except as authorized by MHS, use of MHS 

systems or data for personal business, political campaigning, or other commercial purposes is prohibited. 

MHS email, instant messaging or other electronic communications systems may not be used to create or 

distribute any disruptive or offensive messages, including offensive comments about race, gender, 

disabilities, age, sexual orientation, pornography, religious beliefs and practice, political beliefs, or national 

origin. Users must not create or disseminate defamatory, discriminatory, vilifying, sexist, racist, abusive, 

rude, annoying, insulting, threatening, obscene or otherwise inappropriate messages or media. 

If you receive offensive email from another employee, please report the matter to your supervisor 

immediately. 

Corporate Compliance: Information Security & HIPAA



Any email you send could be forwarded on to others without your knowledge or consent. All emails 

sent or forwarded outside of the MHS network have a Privacy and Intended Use Disclaimer footer, but it’s a 

good idea to use caution whether you’re emailing internally or externally. 

All digital communication is trackable!

MHS will routinely send you test phishing e-mails to see if you are paying attention and properly screening 

for phish attempts. If you fail the phishing test you will be assigned mandatory training.

Failure to complete the assigned training after failing our random phishing test will result in disciplinary 

action up to and including work suspension or termination.

Corporate Compliance: Information Security & HIPAA



MHS IT systems record and monitor access to our systems, including CERNER, information security incidents, 

events and weaknesses. 

Logs are regularly reviewed and analyzed for evidence of inappropriate or unusual activity. 

MHS reserves the right to monitor and record the usage of all computing resources as necessary to 

evaluate and maintain system efficiency, ensure compliance with MHS policies and applicable laws 

and regulations, and monitor employee productivity.  

Email communications are also subject to review.

Corporate Compliance: Information Security & HIPAA



Anyone who violates MHS policy faces corrective action based upon the MHS Behavioral 

Improvement/Corrective Action Guidelines. 

Sanctions may include, but are not limited to: 

‒ Verbal or written warning

‒ Suspension

‒ Termination

‒ Suspension of the right to access the MHS IT Network and/or termination of other privileges. 

MHS may also notify law enforcement officials, and regulatory, accreditation, and licensure organizations.

Corporate Compliance: Information Security & HIPAA



The HIPAA security rules extend to the storage of PHI on devices, such as PDAs, thumb drives, laptop 

computers, and other mobile data storage devices.

Whether your device is provided by you, a vendor, or MHS, we do not recommend the storage of 

PHI on these devices due to the risk of loss or theft.  

If you find it necessary to store PHI on these devices, please contact Information Technology for an 

assessment of the security of this information on your particular device. 

Corporate Compliance: Information Security & HIPAA



Information Technology will do an assessment and make you aware of the security risks of storing PHI on 

your particular device, and make recommendations for maximum security protection of stored PHI.  

Failure to take all reasonable precautions to secure PHI on a portable or mobile device opens you 

and MHS to civil and criminal penalties for HIPAA violations.

Please contact the MHS HIPAA Security Officer with questions or concerns. 

Corporate Compliance: Information Security & HIPAA



The HIPAA Security Regulations are designed to protect the confidentiality, integrity, and availability of 

Protected Health Information (PHI) stored or transmitted in electronic form only.  

The Security Regulation mandates safeguards for physical storage and maintenance, transmission, and 

access to PHI. 

Any concerns about compliance as it relates to any part of the Compliance Plan should be directed 

to the Vice President of Compliance, the Chief Compliance Officer, the electronic Compliance 

Reporting tool or the Reporting Line at 402-354-2174.

Corporate Compliance: Information Security & HIPAA



There are numerous software applications in place that record and monitor activity in systems like email 

and Cerner, and look for information security incidents and weaknesses. Logs are regularly reviewed and 

analyzed for evidence of inappropriate or unusual activity. 

MHS reserves the right to monitor and record the usage of all computing resources as necessary to 

evaluate and maintain system efficiency, ensure compliance with MHS policies and applicable laws and 

regulations, and monitor employee productivity.

MHS may use information obtained in disciplinary or criminal proceedings.

Corporate Compliance: Monitoring & Reporting



Every compliance concern, regardless of whether it is received via telephone, e-mail, or through 

the electronic compliance reporting system, is promptly and fully investigated.  

Although we encourage you to provide your name when making a report, you can do so on an anonymous 

basis. All reports are investigated and handled in a strictly confidential manner.

To review your options for reporting visit the mhsintranet > Resources > Compliance.

Following the investigation, we take whatever corrective action is necessary and appropriate to make sure 

we are in full compliance with all applicable laws and regulations. Corrective action may include staff re-

education, disciplinary action, system and/or process redesign. 

Corporate Compliance: Discipline for Non-Compliance

http://mhsintranet/Main/ComplianceWorkplace-Safety.aspx


Anyone who knowingly violates MHS policy may face disciplinary action. This may include verbal 

or written warning, suspension, termination, suspension of the right to access the MHS IT Network, 

and/or termination of other privileges. 

Depending on the circumstances and severity of the issue, MHS may also notify law enforcement 

officials, and regulatory, accreditation, and licensure organizations. 

Corporate Compliance: Discipline for Non-Compliance



2021 Annual Training

Medicare Parts C & D 
General Compliance Training

Completion Period: 

October 15, 2021 – November 30, 2021



Medicare Part C, also known as Medicare Advantage 

(MA), is a health plan choice available to Medicare 

beneficiaries. Private, Medicare-approved insurance 

companies run MA programs. These companies 

arrange for, or directly provide, health care services to 

the beneficiaries who elect to enroll in an MA plan. 

MA plans must cover all services Medicare covers with 

the exception of hospice care. They provide Part A and 

Part B benefits and may also include prescription drug 

coverage and other supplemental benefits. 

About: Medicare Parts C & D

Medicare Part D, the Prescription Drug Benefit, 

provides prescription drug coverage to all 

beneficiaries enrolled in Part A and/or Part B who 

elect to enroll in a Medicare Prescription Drug Plan 

(PDP) or an MA Prescription Drug (MA-PD) plan. 

Medicare approved insurance and other companies 

provide prescription drug coverage to individuals 

who live in a plan’s service area. 



The Centers for Medicare & Medicaid Services (CMS) requires Sponsors to implement and maintain an 

effective compliance program for its Medicare Parts C and D plans. 

An effective compliance program must: 

– Articulate and demonstrate an organization’s commitment to legal and ethical conduct;

– Provide guidance on how to handle compliance questions and concerns; and 

– Provide guidance on how to identify and report compliance violations. 

Effective Compliance Program Requirements



An effective compliance program must: 

Foster a culture of compliance within an organization and, at a minimum: 

– Prevents, detects, and corrects non-compliance; 

– Is fully implemented and is tailored to an organization’s unique operations and circumstances; 

– Has adequate resources; 

– Promotes the organization’s Standards of Conduct; and 

– Establishes clear lines of communication for reporting non-compliance. 

Effective Compliance Program Requirements



An effective compliance program is essential to prevent, detect, and correct Medicare non-compliance and 

Fraud, Waste, and Abuse (FWA).

It must, at a minimum, include the seven core compliance program requirements:

1. Written Policies, Procedures, and Standards of Conduct

2. Compliance Officer, Compliance Committee, and High Level Oversight

3. Effective Training and Education

4. Effective Lines of Communication

5. Well Publicized Disciplinary Standards

6. Effective System for routine Monitoring, Auditing, and Identifying Compliance Risks

7. Procedures and System for Prompt Response to Compliance Issues



CMS expects all Sponsors will apply their training requirements and effective lines of communication to 

their FDRs (First-Tier, Downstream, or Related Entity). 

Having effective lines of communication means employees of the Sponsor and the Sponsor’s FDRs have 

several avenues to report compliance concerns.

Sponsors and Their FDRs



As part of the Medicare Program, you must conduct yourself in an ethical and legal manner. It’s about 

doing the right thing! 

General Ethical Guidelines:

– Act fairly and honestly 

– Adhere to high ethical standards in all you do

– Comply with all applicable laws, regulations, and CMS requirements

– Report suspected violations

Ethical Guidelines



Now that you’ve read the general ethical guidelines on the previous page, how do you know what is 

expected of you in a specific situation? 

Standards of Conduct (or Code of Conduct) state organization’s compliance expectations and the 

principles and values. Contents will vary as Standards of Conduct should be tailored to each individual 

organization’s culture and business operations. The MHS Code of Conduct is available on the 

Compliance page of the intranet.

Everyone has a responsibility to report Violations of Standards of Conduct and suspected non-

compliance. An organization’s Standards of Conduct and Policies and Procedures should identify this 

obligation and tell you how to report suspected non-compliance. 

Ethical Guidelines



Non-compliance is conduct that does not conform to the law, Federal health care program requirements, 

or an organization’s ethical and business policies. CMS has identified the following Medicare Parts C and D 

high risk areas: 

Non-Compliance

– Agent/broker misrepresentation 

– Appeals and grievance review (for example, 

coverage and organization determinations)

– Beneficiary notices

– Conflicts of interest

– Claims processing

– Credentialing and provider networks

– Documentation and Timeliness requirements 

– Ethics

– FDR oversight and monitoring

– Health Insurance Portability and Accountability 

Act (HIPAA)

– Marketing and enrollment

– Pharmacy, formulary, and benefit 

administration

– Quality of care 



Failure to follow Medicare Program requirements and CMS guidance can lead to serious consequences 

including contract termination, criminal penalties, exclusion from participation in all Federal 

health care programs and civil monetary penalties.

Additionally, your organization must have disciplinary standards for non-compliant behavior. Those who 

engage in non-compliant behavior may be subject to any of the following: 

– Mandatory training or re-training

– Disciplinary action

– Termination

Non-Compliance



Without programs to prevent, detect, and correct non-compliance, we all risk the following: 

Non-Compliance

Harm to beneficiaries, such as: 

– Delayed services 

– Denial of benefits 

– Difficulty in using providers of choice 

– Other hurdles to care 

Less money for everyone, due to: 

– High insurance copayments 

– Higher premiums 

– Lower benefits for individuals and employers 

– Lower Star ratings 

– Lower profits 



How to Report Potential Non-Compliance:

Employees of a Sponsor: Call the Medicare Compliance Officer, make a report through your 

organization’s website, or call the Compliance Hotline. 

First-Tier, Downstream, or Related Entity (FDR) Employees: Talk to a Manager or Supervisor, call your 

Ethics/Compliance Help Line, or report to the Sponsor. 

Beneficiaries: Call the Sponsor’s Compliance Hotline or Customer Service, make a report through the 

Sponsor’s website, or call 1-800-Medicare. 

Non-Compliance



How to Report Potential Non-Compliance:

Employees of a Sponsor: Call the Medicare Compliance Officer, make a report through your 

organization’s website, or call the Compliance Hotline. 

First-Tier, Downstream, or Related Entity (FDR) Employees: Talk to a Manager or Supervisor, call your 

Ethics/Compliance Help Line, or report to the Sponsor. 

Beneficiaries: Call the Sponsor’s Compliance Hotline or Customer Service, make a report through the 

Sponsor’s website, or call 1-800-Medicare. 

Non-Compliance

When you report suspected non-compliance in good faith, the Sponsor cannot 

retaliate against you. Each Sponsor must offer reporting methods that are:

Anonymous, Confidential and Non-Retaliatory



Non-Compliance

In the event that non-compliance is detected it must be investigated immediately and promptly 

corrected. 

Internal monitoring should continue to ensure: 

– There is no recurrence of the same non-compliance 

– Ongoing compliance with CMS requirements 

– Efficient and effective internal controls

– Enrollees are protected



Internal Monitoring and Audits

Internal monitoring activities are regular reviews that confirm ongoing compliance and ensure that 

corrective actions are undertaken and effective. 

Internal auditing is a formal review of compliance with a particular set of standards (for example, 

policies and procedures, laws, and regulations) used as base measures. 



Course Summary

Compliance Is Everyone’s Responsibility! 

Prevent: Operate within your organization’s ethical expectations to prevent non-compliance! 

Detect & Report: If you detect potential non-compliance, report it! 

Correct: Correct non-compliance to protect beneficiaries and save money! 

Organizations must create and maintain compliance programs that, at a minimum, meet the seven core 

requirements. An effective compliance program fosters a culture of compliance. 



Course Summary

Compliance Is Everyone’s Responsibility! 

To help ensure compliance, behave ethically and follow your organization’s Standards of Conduct. 

Watch for common instances of non-compliance, and report suspected non-compliance. 

Know the consequences of non-compliance, and help correct any non-compliance with a corrective 

action plan that includes ongoing monitoring and auditing. 

Disclaimer:

The Medicare Learning Network, MLN Connects and MLN Matters course content
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Why Do I Need This Training?

As an individual who provides health or administrative services for Medicare enrollees, your 

every action potentially affects Medicare enrollees, the Medicare Program, or the Medicare 

Trust Fund. Every year, billions of dollars are improperly spent because of Fraud, Waste, 

and Abuse (FWA). It affects everyone – including you. 

This training helps you detect, correct, and prevent FWA. You are part of the solution. 

Combating FWA is everyone’s responsibility. 



Exception to FWA Training Requirement

FDRs meet the FWA training and education requirements if they met the FWA certification 

requirement through either:

– Accreditation as a supplier of Durable Medical Equipment, Prosthetics, Orthotics, and 

Supplies (DMEPOS) 

– Enrollment in Medicare Part A (hospital) or B (medical) Program

If you are unsure if this exception applies to you, contact your management team for more 

information.



Course Objectives

When you complete this course, you should be able to correctly: 

– Recognize FWA in the Medicare Program

– Identify the major laws and regulations pertaining to FWA

– Recognize potential consequences and penalties associated with violations 



Medicare Part C, also known as Medicare Advantage (MA), is a health plan choice available to Medicare 

beneficiaries. Private, Medicare-approved insurance companies run MA programs. These companies 

arrange for, or directly provide, health care services to the beneficiaries who elect to enroll in an MA plan. 

MA plans must cover all services Medicare covers with the exception of hospice care. They provide Part A 

and Part B benefits and may also include prescription drug coverage and other supplemental benefits. 

About: Medicare Parts C & D



About: Medicare Parts C & D

Medicare Part D, the Prescription Drug Benefit, provides prescription drug coverage to all beneficiaries 

enrolled in Part A and/or Part B who elect to enroll in a Medicare Prescription Drug Plan (PDP) or an MA 

Prescription Drug (MA-PD) plan. 

Medicare approved insurance and other companies provide prescription drug coverage to individuals 

who live in a plan’s service area. 



Fraud is knowingly and willfully executing, or attempting to execute, a scheme or artifice to defraud any 

health care benefit program, or to obtain, by means of false or fraudulent pretenses, representations, or 

promises, any of the money or property owned by, or under the custody or control of, any health care 

benefit program. 

The Health Care Fraud Statute makes it a criminal offense to knowingly and willfully execute a scheme 

to defraud a health care benefit program. Health care fraud is punishable by imprisonment for up to 10 

years. It is also subject to criminal fines of up to $250,000.

In other words, fraud is intentionally submitting false information to the government or a 

government contractor to get money or a benefit.

Fraud Definition



Waste includes practices that, directly or indirectly, result in unnecessary costs to the Medicare Program, 

such as overusing services. Waste is generally not considered to be caused by criminally negligent actions 

but rather by the misuse of resources.

Abuse includes actions that may, directly or indirectly, result in unnecessary costs to the Medicare 

Program. Abuse involves payment for items or services when there is no legal entitlement to that payment 

and the provider has not knowingly and/or intentionally misrepresented facts to obtain payment.

Waste & Abuse Definition





Differences Among FWA

There are differences among fraud, waste, and abuse. One of the primary differences is intent and 

knowledge. 

Fraud requires intent to obtain payment and the knowledge that the actions are wrong. 

Waste and abuse may involve obtaining an improper payment or creating an unnecessary cost to the 

Medicare Program, but does not require the same intent and knowledge.



Understanding FWA

To detect FWA, you need to know about the follow laws: 

– Civil False Claims Act, Health Care Fraud Statute, and Criminal Fraud 

– Anti-Kickback Statute

– Stark Statute (Physician Self-Referral Law); 

– Exclusion

– Civil Monetary Penalties

– Health Insurance Portability and Accountability Act (HIPAA)

The next page will give an overview of these laws but for specific details, such as safe harbor provisions, 

consult the applicable statute and regulations.



Civil False Claim Act (FCA)
The civil provisions of the FCA make a person liable to pay damages to the Government if he 

or she knowingly:

Conspires to violate the FCA.

Carries out other acts to obtain property from the Government by misrepresentation.

Conceals or improperly avoids or decreases an obligation to pay the Government.

Makes or uses a false record or statement supporting a false claim.

Presents a false claim for payment or approval.

Damages and Penalties: Any person who knowingly submits false claims to the Government 

is liable for three times the Government’s damages caused by the violator plus a penalty.

Whistleblower: is a person who exposes information or activity that is deemed illegal, 

dishonest, or violates professional or clinical standards.

Protected: Persons who report false claims or bring legal actions to recover money paid on 

false claims are protected from retaliation.

Rewarded:  Persons who bring a successful whistleblower lawsuit receive at least 15 percent 

but not more than 30 percent of the money collected.



Health Care Fraud Statute

The Health Care Fraud Statute states, “Whoever knowingly and willfully executes, or attempts to execute, a scheme or artifice to

defraud any health care benefit program shall be fined under this title or imprisoned not more than 10 years, or both.”

Conviction under the statute does not require proof the violator had knowledge of the law or specific intent to violate the law.

For more information, refer to 18 USC Section 1346-1347.

Criminal Fraud

Persons who knowingly make a false claims may be subject to:

Criminal fines up to $250,000.

Imprisonment for up to 20 years.

If the violations resulted in death, the individual lmay be imprisoned for any term of years or for life.

For more information, refer to 18 USC Section 1347. 

Anti-Kickback Statute

The Anti-Kickback Statute prohibits knowingly and willfully soliciting, receiving, offering, or paying remuneration for referrals 

for services that are paid, in whole or in part, under a Federal Health Care Program.  

For more information, refer to 42 USC Section 1320a-7b(b).



Stark Statute (Physician Self-Referral Law)

The Stark Statute prohibits a physician from making referrals for certain designated health services to an entity when the 

physician (or a member of his or her family) has a financial relationship (ownership, investment or compensation) unless an 

exception applies.  

Exceptions may apply.  For more information, refer to 42 USC Section 1395nn.

Civil Monetary Penalties. 

The Office of Inspector General (OIG) may impose Civil penalties for several reasons, including: 

Arranging for services or items from an excluded individual or entity.

Providing services or items while excluded.

Failing to grant OIG timely access to records.

Knowing of and failing to report and return an overpayment.

Making false claims.

Paying to influence referrals.

The penalties range from $15,000 to $70,000 depending on the specific violation.  Violators are also subject to three times the 

amount:  Claimed for each service or item or of remuneration offered, paid, solicited, or received.

For more information, refer to the Act, Section 1128A(a).



Exclusion

No Federal health care program payment may be made for any item or service furnished, ordered, or prescribed by an individual

or entity excluded by the OIG.  The OIG has authority to exclude individuals and entities from federally funded health care 

programs and maintains the List of Excluded Individuals and Entities (LEIE).  The U.S. General Services Administration (GSA) 

administers the Excluded parties List System (EPLS), which contains debarment actions taken by various Federal agencies, 

including the OIG.  You may access the EPLS on the System for Award Management (SAM) website.  When looking for excluded 

individuals or entities, check both the LEIE and the EPLS since the lists are not the same.  For more information, refer to 42 USC 

Section 1320a-7 and 42 Code of Federal Regulations (CFR) Section 1001.1901.

Health Insurance Portability and Accountability

HIPAA created greater access to health care insurance, strengthened the protection of privacy of health care data, and promoted 

standardization and efficiency in the health care industry.  HIPAA safeguards deter unauthorized access to protected health care

information.  As an individual with access to protected health care information, you must comply with HIPAA.  Damageds and 

Penalties Violations may result in Civil Monetary Penalties.  In some cases, criminal penalties may apply.  

For more information, visit http://www.hhs.gov/ocr/privacy.



As a person who provides health or administrative services to a Medicare Part C or Part D enrollee, you 

are likely an employee of a: 

– Sponsor (Medicare Advantage Organization [MAO] or a Prescription Drug Plan [PDP]) 

– First-Tier Entity (ex: Pharmacy Benefit Management [PBM]; hospital or health care facility; 

provider group; doctor’s office; clinical laboratory; customer service provider; claims processing 

and adjudication company; a company that handles enrollment, disenrollment, and membership 

functions; and contracted sales agents) 

– Downstream Entity (ex: pharmacies, doctor’s office, firms providing agent/broker services, 

marketing firms, and call centers) 

– Related Entity (ex: Entity with common ownership or control of a Sponsor, health promotion 

provider, or SilverSneakers®)

Where Do I Fit In?



Where Do I Fit In?



Where Do I Fit In?



You play a vital part in preventing, detecting, and reporting potential FWA, as well as Medicare non-

compliance. 

FIRST, you must comply with all applicable statutory, regulatory, and other Medicare Part C or Part 

D requirements, including adopting and using an effective compliance program. 

SECOND, you have a duty to the Medicare Program to report any compliance concerns, and 

suspected or actual violations that you may be aware of. 

THIRD, you have a duty to follow your organization’s Code of Conduct that articulates your and 

your organization’s commitment to standards of conduct and ethical rules of behavior.

Responsibilities



– Look for suspicious activity

– Conduct yourself in an ethical manner

– Ensure accurate and timely data/billing

– Ensure you coordinate with other payers

– Know FWA policies and procedures, standards of conduct, laws, regulations, and CMS guidance 

– Verify all received information 

– Know your entity’s policies and procedures. 

– Every Sponsor and FDR must have policies and procedures that address FWA. These 

procedures should help you detect, prevent, report, and correct FWA. 

– Act accordingly with the Standards of Conduct

Preventing FWA



Every Sponsor must have a mechanism for reporting potential FWA by employees and FDRs. Each Sponsor 

must accept anonymous reports and cannot retaliate against you for reporting. Review your organization’s 

materials for the ways to report FWA. When in doubt, call your Compliance Department or FWA Hotline.

Everyone must report suspected instances of FWA. Your Sponsor’s Code of Conduct should clearly state 

this obligation. Sponsors may not retaliate against you for making a good faith effort in reporting. 

Report any potential FWA concerns you have to your compliance department or your Sponsor’s 

compliance department. Your Sponsor’s compliance department will investigate and make the proper 

determination. Often, Sponsors have a Special Investigations Unit (SIU) dedicated to investigating FWA. 

They may also maintain an FWA Hotline. 

Reporting FWA



If warranted, Sponsors and FDRs must report potentially fraudulent conduct to Government authorities, 

such as the Office of Inspector General, the Department of Justice, or CMS.

Individuals or entities who wish to voluntarily disclose self-discovered potential fraud to OIG may do so 

under the Self-Disclosure Protocol (SDP). 

Self-disclosure gives providers the opportunity to avoid the costs and disruptions associated with a 

Government directed investigation and civil or administrative litigation.

Reporting FWA Outside MHS



When reporting suspected FWA, include: 

– Contact information for the information source, suspects, and witnesses 

– Alleged FWA details 

– Alleged Medicare rules violated 

– The suspect’s history of compliance, education, training, and communication with your organization 

or other entities

Where to Report FWA:

– HHS Office of Inspector General: Phone: 1-800-HHS-TIPS (1-800-447-8477) or TTY 1-800-377-4950

– Fax: 1-800-223-8164

– Email: HHSTips@oig.hhs.gov Online: Forms.OIG.hhs.gov/hotlineoperations/index.aspx 

– Medicare beneficiary website: Medicare.gov/forms-help-resources/help-fight-medicare-fraud/how-

report-medicare-fraud

Reporting FWA Outside MHS

mailto:HHSTips@oig.hhs.gov
https://oig.hhs.gov/fraud/report-fraud/
https://www.medicare.gov/forms-help-resources/help-fight-medicare-fraud/how-report-medicare-fraud


Once fraud, waste, or abuse has been detected, promptly correct it. Correcting the problem saves 

the Government money and ensures you are in compliance with CMS requirements. 

Develop a plan to correct the issue. Ask your organization’s compliance officer about the 

development process for the corrective action plan. The actual plan is going to vary, depending 

on the specific circumstances. 

Correction



Correction

In General: 

– Design the corrective action to correct the underlying problem that results in FWA program 

violations and to prevent future noncompliance. 

– Tailor the corrective action to address the particular FWA, problem, or deficiency identified. 

Include timeframes for specific actions. 

– Document corrective actions addressing noncompliance or FWA committed by a Sponsor’s 

employee or FDR’s employee, and include consequences for failure to satisfactorily complete the 

corrective action. 

– Monitor corrective actions continuously to ensure effectiveness.



Correction

Corrective actions may include:

– Adopting new prepayment edits or document review requirements

– Conducting mandated training

– Providing educational materials

– Revising policies and procedures

– Warning letters, disciplinary action(s)

– Termination





Course Summary

As a person providing health or administrative services to a Medicare Part C or D enrollee, you play a 

vital role in preventing fraud, waste, and abuse (FWA). Conduct yourself ethically, stay informed of 

your organization’s policies and procedures, and keep an eye out for key indicators of potential FWA. 

Report potential FWA. Every Sponsor must have a mechanism for reporting potential FWA. Each 

Sponsor must accept anonymous reports and cannot retaliate against you for reporting. 

Promptly correct identified FWA with an effective corrective action plan.

Disclaimer:

The Medicare Learning Network, MLN Connects and MLN Matters course content
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